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Watermarking Process Resilient to Collusion Attacks

TECHNICAL FIELD

The present invention relates generally to preventing unlawful

copying of audio, video and other media that can be digitized and,

5 more particularly, to improved watermarking techniques that are

robust even against multiple individuals who conspire together with

independent copies.

BACKGROUND OF THE.INVENTION

The proliferation of digitized media (audio, image and video)

10 and the ease with which digital files can be copied has created a

need for copyright enforcement schemes. Conventional

cryptographic systems permit only valid keyholders access to

encrypted data, but once such data is decrypted there is no way to

track its reproduction or retransmission. Such schemes thus provide

15 insufficient protection against unauthorized reproduction of

information. It is known in the prior art to provide a so-called digital

"watermark" on a document to address this problem. A
"watermark" is a visible or preferably invisible identification code that

is permanently embedded in the data and thus remains present within

20 the data after any decryption process. One example of a digital

watermark would be a visible "seal" placed over an image to identify

the copyright owner. However, the watermark might also contain

additional information, including the identity of the purchaser of a

particular copy of the material.

15 Many schemes have been proposed for watermarking digital

data. In a known watermarking procedure, each copy of a document
D is varied slightly so as to look the same to the user but also so as

to include the identity of the purchaser. The watermark consists of

the variations that are unique to each copy. The idea behind such
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schemes is that the watermark should be hard to remove without

destroying the document. Thus, a copy of a watermarked document

should be traceable back to the specific version of the original from

which it was created.

5 Although many prior art schemes claim to possess the

"unremovable" property, all existing schemes are easily defeated by

the following type of attack. Assume the attacker obtains two

copies of the document that is being protected by the watermarking

scheme. Each copy may have a different watermark, neither of

10 which is supposed to be removable. The attacker now makes a third

version of the document (which he hopes will not have a traceable

watermark) by averaging his two copies. For a pictorial document,

for example, each pixel of the third version would be the average of

the corresponding pixels in the watermarked copies.

15 Using existing approaches to watermarking, the third copy of

the document produced by the attacker will look like the original

versions but the watermark will be destroyed. This is because the

"average" of two watermarks does not carry sufficient information to

be tied to either of the watermarks individually. Thus, the

20 watermarking scheme can be rendered ineffective by simply

averaging two copies of the document.

There is thus a need to devise a watermarking scheme that is

immune to these and other such attacks, especially those in which

the adversary obtains multiple copies of the original document.

25 BRIEF SUMMARY OF THE INVENTION

It is the principal object of the invention to describe a digital

watermarking scheme wherein the watermark is robust against

collusion by multiple individuals who each possess a watermarked

copy of the data.
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It is another object to describe such a scheme wherein the

watermark cannot be removed by an adversary who obtains multiple

copies of the original work.

It is a more general object of the invention to describe a

watermarking method that is secure against any form of attack

including, without limitation, averaging attacks.

It is still a further object of the invention to describe a

watermarking procedure wherein each of a set of copies of the work
has a slightly-modified form of a "baseline" watermark that is placed

within a critical region of the data. The slight variations in the

watermarks, however, are not perceptually visible and do not

interfere with the works. If multiple persons collude to attempt to

create an "illicit" copy of the work (i.e., a copy without a

watermark), however, at least one of the modified watermarks is

present in the copy, thereby identifying both the illicit copy and the

copier.

It is still thus another object to describe a watermarking
scheme of the type recited above wherein combining copies of the

same data set does not destroy the watermark.

It is a further object of the invention to describe such a
watermarking scheme that may be used to identify one or more of

the parties who are colluding to destroy the watermark.

It is another more general object of the invention to describe a

digital watermarking process that may be used as evidence in a Court
25 because it is robust against collusion.

According to the preferred embodiment of the invention, the
work to be protected is digitized into a data file or string of data. A
first digital watermark is then Inserted in a first copy of the data file,

preferably in a critical region of the data. A "critical" region may

15

20
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consist of the entire document or alternatively will be some valuable

portion of the work that will end up being significantly corrupted if

the watermark is corrupted. A second digital watermark is then

inserted in a second copy of the data file in a similar manner, and the

5 process is repeated for additional copies. According to the invention,

the first and second digital watermarks are slight variations of a

"baseline" watermark, which is kept secret, and one cannot perceive

any differences between the first and second copies due to these

variations. The baseline watermark may be a digital string that is

10 part of the original data being protected. Preferably, the variations

are "randomized" in such a manner that if two persons were to

collude to attempt to create an "illicit" copy of the work (i.e., a copy

without a watermark), at least one of the first or second watermarks

would still be present in the copy. After the watermark is inserted

15 into the work, the work can be converted back to its original form.

Thus, the scheme ensures that different possessors of

watermarked copies of a work cannot create a "clean" copy that

does not include at least one of the slightly-modified watermarks.

Indeed, by comparing the watermark of the illicit copy with the

20 baseline watermark, one can determine the identity of the forger.

Although not meant to be limiting, preferably the "variations"

are generated using a "random" offset, and in particular a "normal

distribution."

BRIEF DESCRIPTION OF THE DRAWINGS

25 For a more complete understanding of the present invention and

the advantages thereof, reference should be made to the following

Detailed Description taken in connection with the accompanying

drawings in which:
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25

FIGURE 1 is a block diagram illustrating the method of inserting

a digital watermark into a copy; and

FIGURE 2 is a block diagram illustrating the method for

retrieving a digital watermark from a copy and correlating the retrieved

watermark with a stored watermark.

DETAILED DESCRIPTION

According to the invention, the work to be protected may be
an image (photographs and graphics), video and/or audio (speech and
music). The particular type of work is not relevant to the invention.

Referring now to FIGURE 1. the work, in whatever form, is digitized

at step 10 into a data file or string of data either as part of the
inventive technique or through some known A/D preprocessing. In

the invention, there is a "baseline" watermark that is preferably

stored and not used in making a particular copy of the work
15 (although this step is not necessarily required). This baseline

watermark is then processed to create a set of one or more
"modified" watermarks, each of which is related to the baseline

watermark in a predetermined manner. Preferably, the "offsets"

needed to create the modified watermarks are not fixed, however,
but are "randomized." In this way, a very small amount of "noise" is

added to the offsets that does not alter the perception of the

watermarked copies but still ensures that possessors of such copies
cannot collude to remove all existence of the watermark in at least

one illicit copy.

In general, collusion-type attacks are prevented according to
the invention by constructing a watermark using randomness in a

specific way. Preferably, an n-length digital string: x
1rx2 xn is

derived at step 12 from the data to be watermarked and stored at

step 14 for future reference. This may be referred to as the

20
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"baseline" watermark. The string is preferably "critical" to the data

in that corruption of the string will corrupt the data in a way that can

be perceived and which will diminish the value of the corrupted

document. Generation of the baseline watermark can be achieved in

5 many ways, e.g., by digitizing some portion of the document and

using the resulting data or some subset thereof. (Whatever method

is used is also used in the verification process, as discussed below).

An n-length watermark vector wvw 2 , ...wn , is then created at step

16 and stored at step 18 for future reference. The vector is

10 preferably created by choosing each Wi from a specified random

distribution (preferably the normal distribution). The random

distribution used for each Wj may or may not be the same (e.g.,

depending on whether it is desired to embed some specific serial

number data in the watermark). The watermark vector is then added

15 at step 20 to the string x 1rx2 , xn , and the result reinserted at step

22 into the original data to be protected. The work may then be

converted back to its original form (image, video, audio, etc.) at step

24.

Assume it is now desired to retrieve the watermark from a

20 copy D\ This can be accomplished, as shown generally in FIGURE 2,

by digitizing the copy D' at step 30 and then computing at step 32

the derived values x/^', ...xn ', using the same algorithm used to

compute the baseline watermark. Then, the method proceeds at

step 34 by retrieving the original base line watermark, x 1px2 , ...xn ,

25 from memory and subtracting out xvx 2 , ...xn from x 1 ',x 2 ', ...xn
' to

compute a derived watermark w n\w 2\ ...w n
' at step 36. A

correlation value (preferably an inner product) is then calculated

between the derived watermark and w 1fw2 , ... w n ,
retrieved at step

38, to produce a correlation value at step 40. The correlation value



WO 97/34391
-7- PCT/US97/03816

10

is compared at step 42 to threshold levels, and if the correlation is

high (step 44), then there is a match and a watermark is present. If

the correlation is low (step 46), the watermark is not present. (The

inner product scheme works by computing the absolute value of the

sum w,w,' + ... +wnwn').

This scheme is immune to collusion because the watermark is

random and because different watermarks are completely

uncorrected. In existing schemes, different watermarks are highly

correlated and so it is easy for an attacker to exploit the correlation

to destroy the watermark (e.g., by an averaging attack). In the

invention method, there is simply not enough information contained

in "t" different watermarked copies of the data in order for the

adversary to remove the watermark. More specifically, if the

attacker obtains "t" copies of watermarked data using the normal

distribution to construct the watermarks (with watermarks wn ,

w ln ,
through wt1 , ... wtn), it will appear to the attacker as if the

original baseline watermark is x, + (wn + ... +w 1n)/t,

xn + (wtl +...+wtn)/t, which is not the true baseline watermark x„
...xn . The distinction is important since the former string is

correlated with each of the watermarks wn ...w 1n through w
t1

wtIV In other words, the attacker simply does not have enough
information in order to evade the watermark, no matter what sort of

attack is used. Hence, one can prove that either the attacker must
destroy the data or he must leave a trace of at least one of the

25 component watermarks which will be revealed when the correlation

test is run. Only someone with knowledge of the original baseline

watermark could remove the watermark without detection.

Therefore, "m" copies of the work include variations of a

baseline watermark such that up to "t" persons who possess those

15

20
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copies cannot collude to create a "clean" copy {i.e., one without any

watermark whatsoever). Stated another way, any "t" persons who

collude in such a manner will always create an illicit copy that

includes one of the modified watermarks. Comparison of the

5 watermark of the illicit copy with the baseline watermark then

identifies what party made the copy (assuming there is a record of

which party originally got which "version").

According to a preferred method, a first digital watermark is

inserted in a first copy of a data file, preferably in a critical region of

10 the data. A second digital watermark is then inserted in a second

copy of the data file in a similar manner, and the process is repeated

for additional copies. As discussed above, the first and second

digital watermarks are slight variations of a "baseline" watermark,

which is kept secret, and one cannot perceive any differences

15 between the first and second copies due to these variations.

Preferably, the variations are "randomized" in such a manner that if

two persons were to collude to attempt to create an "illicit" copy of

the work (i.e., a copy without a watermark), at least one of the first

or second watermarks would still be present in the copy. In the

20 preferred embodiment, a watermark consists of a sequence of real

numbers W = wv ... ,w n , where each value w/ is chosen

independently according to /V(0,1) (where a2
) denotes a normal

distribution with mean n and variance a2
). The watermark may

consist of a number (e.g., 1000) of randomly generated numbers

25 with a normal distribution having zero mean and unity variance.

Alternatively, Wj could be selected according to N(|x
f , a,) where ...

p-n can be a serial number corresponding to the copy being

watermarked (or other information that may be embedded).
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In order to detect the presence of a watermark W in a derived

watermark signal W\ we preferably use a correlation function

cor(W,W) =
|
W- W'l , which is the inner product of two vectors. If

W were selected according to the normal N{0,1) distribution and W
is uncorrelated to W (but of the same order), then the correlation will

be small (about ^). If W is closely correlated to W, then the

correlation will be large (about n). If W is uncorrelated to W but is

of a larger order
( e.g., due to intentional or unintentional noise or

attempts to hide the watermark), then the correlation might also be
large. (Specifically, if W is uncorrelated to W but has B times the

magnitude, then the correlation is about B -Jn . If B is large, then the

data D' will not resemble D. (The notion of large in this context

depends on the application and the level of security/clarity desired).

In any event, the watermark is said to be present if cor(W,W) > c

15 V^, where c is a predetermined constant that depends on the

application and level of security desired (e.g., c=4).

The correlation will be low if the watermark is not present and
the work is not destroyed. The correlation will be high if D' was
derived from the watermarked document or if the data has been
corrupted beyond recognition (the latter condition being determined
by inspection).

As noted above, it is preferable that each of the "modified"

watermarks be placed in a critical region of the data. Of course, the
exact location will depend on the nature of the work being protected.

It is also helpful if every entry in this region of data is largely

uncorrelated with the other data. It has been suggested (by Cox et

al) that this can be accomplished by embedding a watermark in the

spectrum of an image, the temporal frequency domain of an audio

20

25
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signal, or the spatio-temporal frequency domain of a video sequence.

Although the above techniques are preferred, one may even encode

the watermark in other less, desirable places (such as in the low

order or least significant bits) of the data and still obtain the

5 advantages of the collusion-resistant feature of the invention where

multiple parties may collude to remove the watermark.

Variations

In the embodiment discussed above, the original document (or

an original baseline watermark vector) is stored in order to determine

10 whether the watermark is present in a copy of the document. In the

embodiment previously described, the original baseline watermark

vector is retrieved at step 34 and subtracted from the derived

baseline watermark vector to produce the derived offset watermark

vector. This step can be omitted without changing the detection

15 protocol or its results. In particular, the derived offset watermark

vector may be set equal to the derived baseline watermark vector.

This change increases the noise level in the correlation test, but not

beyond tolerable levels. Further, the noise levels can be reduced by

specially selecting the original offset watermark vectors to have low

20 noise (e.g., by selecting them to be orthogonal to the original

baseline watermark vector to which they are being applied) or by

running the correlation test on only specific components of the

vectors.

Another improvement would be to remove the need to store

25 the original offset watermark vector. As discussed above, in one

embodiment of the invention it is necessary to store a copy of the

original offset watermark vectors (see, e.g., step 18) so that they

can be later retrieved and correlated with the derived offset
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watermark vectors (see, e.g., step 38). This step can be largely

omitted by the following process.

The original offset watermark vectors are computed using a

secret random hash function H. The function H maps copyright and

5 other information that the user desires to embed in he document

(e.g., "This picture is the property of XYZ Corp., unauthorized

copying is forbidden") to the sequence of numbers W = w_1

,

w_n that was used as the original offset watermark vector. The

sequence of numbers preferably has same structure and function as

10 discussed above and appear to be random, but the sequence is easily

reconstructed given the secret function H and the underlying

information to be inserted into the document. Hence, a watermark is

identified by reconstructing the original offset watermark vector

locally instead of retrieving the vector from a database. More

15 generally, the text to be embedded may be a simple serial number,

and this serial number can be retrieved from the document by

checking all possibilities to see if there is a correlation. This check

can be done locally if H is available, since all relevant original offset

vectors can be regenerated as needed.

20 Thus, according to this variation of the present invention, one

need not subtract the original picture before carrying out the dot

product form of the correlation test described above in the main

embodiment. In such case, the correlation test generates the old dot

product (which is large, precisely what is desired) plus the dot

25 product of the offset vector and the original picture. Since the offset

vector is random, this dot product is small (in the noise range) for

any picture. Therefore, one does not need the original picture to do

the correlation test. Moreover, by using the secret random hash

function H, one need not store the offset vectors. The function
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maps a copyright notice or text into a sequence of independent

Gaussian offsets (i.e., an offset vector). Then, one may choose the

offset vector for some text to be H(text). Now, one need only

remember the text, not the whole offset vector. The text may be

5 timestamped so that the same offset vector is only used once,

although one can use the same offset vector more than once.

This method is provably secure, even against colluders, but

has low memory requirements. A two-tiered version, wherein there

are two hash functions (one for the sign and one for the magnitude

10 of the offsets) might be used as well. In this way, one of the two

(sign or magnitude) would be kept in reserve and not released, even

in the secure software.

The above-described variants can be combined advantageously

to provide a scheme to prevent unauthorized copying of certain

15 media such as CD's and VCR videos. In this application, a given text

-- such as "Do not copy" is used as the watermark. A VCR can

then check for the presence of this watermark before allowing the

copying to take place. This would be achieved by having the secret

function H embedded in the VCR software or hardware in a secure

20 fashion, e.g., through a secure chip or via a protected software

encryption scheme. The value of H would also be embedded

securely in the hardware or software that generates the watermarked

copy in the first place instance.

In the VCR/CD application, it may only be necessary to use a

25 single watermark for many copies of the document, in which case it

may only be necessary to use a single watermark offset vector (e.g.,

H ("Do not copy")) for different documents. In this variant, the

system must be secure against a different kind of collusion; namely,

one in which the same watermark is used with different documents
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instead of the case where the same document is used with different

watermarks. Fortunately, the same analysts applies to both scenarios

equally well, such that either scheme is secure against collusion.

In the above-described variant, the hardware/software that

5 creates the watermarks is in secure hands (so that H remains secret

and cannot be misused). For example, if the adversary is allowed to

watermark a blank document, then the scheme can lose security.

There are several ways, however, that security can be enhanced as is

now explained.

10 In one approach, it is assumed that each copy of the

watermarking software produces watermarks unique to the copy.

For example, the XYZ Corporation watermarking software produces

watermarks of the form H(XYZCORP
j
Do not copy). Then, only the

watermarks produced by that software would be compromised if the

15 XYZ software were stolen. (For simplicity, each version of the

software could be the same except for a special key unique to the

version.) Alternatively, the original offset watermark vectors can be

derived as a function of the document that is being watermarked in

addition to the text that is being embedded into the document. This

20 has the effect of making watermarks corresponding to "Do not copy"

be different for each document in which they appear. For example,

one might use H(x_1...X_n
|
Do not copy) as the original offset

watermark vector for a document with features x_1,...,x_n into

which the "Do not copy" text is embedded. Even further, the string

25 x 1,...,x_n may include random numbers so that offset vectors can

be further differentiated in an effort to prevent attacks.

In order to confirm the presence of a watermark in the

preceding examples, one still needs to know (or guess, perhaps by

exhaustive search) the underlying text that was used to generate the
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original offset vector. This process can be simplified by embedding

serial numbers instead of text. Once the serial number is retrieved, a

global database is consulted to find out what the text is. However, it

is still necessary to be careful how a serial number is embedded since

5 exhaustive search over a space of 1 2-digit numbers would be costly

and difficult. In such a case, it would be much better to separately

embed say four (4) serial numbers, each with 3 digits. (Of course,

such numbers and their characteristics are merely exemplary). Then,

one would only have to search over a space of 1000 numbers

10 (instead of 1,000,000,000,000 numbers) four time?. (This

technique makes use of the fact that the watermarking procedures

can be used to embed more than one watermark in a document.)

It is also possible to make the watermarking process more

resilient to noise as well as more secure. This is achieved as follows.

15 Suppose that one desires to embed the text "Do not copy" in a

document. Another good way of doing this is to embed multiple

offset watermark vectors in the document. For example, we could

use H(yJ |
Do not copy), H(y_2

|
Do not copy), H(y_m

|
Do not

copy) for different values of y_1, y_m as the vectors. If any of

20 the watermarks is detected, then copying would not proceed. Such

a scheme is more robust since all m vectors would have to be ruined

by noise or be removed by an adversary before copying could

proceed. If there is a chance p of being able to remove any one of

the vectors, then the change of losing all m is p^m (assuming

25 independence), which is very small (e.g., if p = .01 and m =4, then

p
Am = 10"{-8}).
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IN THE CLAIMS

1 . A watermarking method, comprising the steps of:

(a) generating a digital string from the work to form a

baseline watermark;

5 (b) generating a set of watermarks each having a

predetermined relationship to the baseline watermark; and

(c) inserting a respective one of the set of watermarks into

a respective copy of the work to create a watermarked copy uniquely

identified by the respective one of the set of watermarks; and

10 (d) repeating step (c) at least m times to create a set of m
watermarked copies, each having a different one of the set of

watermarks therein, such that if a subset of said m watermarked

copies are averaged to produce an illicit copy of the work, at least

one of the set of watermarks is detectable in the illicit copy.

15

2. The method as described in Claim 1 wherein the

predetermined relationship is a set of random offsets.

3. The method as described in Claim 2 wherein the random

20 offsets have a normal distribution having zero mean and unity

variance.

4. The method as described in Claim 1 wherein the work

includes an image.

25

5. The method as described in Claim 1 wherein the work

includes an audio signal.
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6. The method as described in Claim 1 wherein the work

includes a video signal.

7. The method as described in Claim 1 wherein each of the

5 watermarks is inserted in a critical region of the digital data file.

8. The method as described in Claim 1 further including the

step of comparing the watermark in the illicit copy with the baseline

watermark to determine which possessor of a copy of the work

10 created the illicit copy.

9. A method of securing a work against copying,

comprising the steps of:

(a) generating a set of watermarks each comprising a

15 vector of randomly-generated numbers; and

(b) inserting a respective one of the set of watermarks into

a respective copy of the work to create a watermarked copy uniquely

identified by the respective one of the set of watermarks; and

(c) repeating step (b) at least m times to create a set of m
20 watermarked copies, each having a different one of the set of

watermarks therein, such that if a subset of said m watermarked

copies are averaged to produce an illicit copy of the work, at least

one of the set of watermarks is detectable in the illicit copy.

25 10. The method as described in Claim 9 wherein the work

includes an image.

1 1 . The method as described in Claim 9 wherein the work

includes an audio signal.
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12. The method as described in Claim 9 wherein the work
includes a video signal.

1 3. The method as described in Claim 9 further including the
step of comparing the watermark in the illicit copy with the set of
watermarks to determine which possessor of a copy of the work
created the illicit copy.

14. A method of protecting a work against illicit copying,
comprising the steps of:

(a) generating a set of watermarks each having a
predetermined relationship to a first watermark for the work; and

(b) inserting a respective one of the set of watermarks into
a respective copy of the work to create a watermarked copy uniquely
identified by the respective one of the set of watermarks; and

(c) repeating step (b) at least m times to create a set of m
watermarked copies, each having a different one of the set of
watermarks therein, wherein averaging a pair of said m watermarked
copies generates a copy of the work in which at least one of the set
of watermarks can be detected.

15. The method as described in Claim 14 wherein the
baseline watermark is derived from the work.
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16. A method of generating secure copies of a document,

comprising the steps of:

(a) generating a set of watermarks each comprising a

vector of randomly-generated numbers with a normal distribution

5 having zero mean and unity variance; [and]

(b) inserting a respective one of the set of watermarks into

a respective copy of the document to create a watermarked copy

uniquely identified by the respective one of the set of watermarks;

and

10 (c) repeating step (b) at least m times to create a set of m
watermarked copies of the document that are secure against illicit

copying.

17. A method of generating secure copies of a document,

15 comprising the steps of:

(a) generating a set of watermarks each comprising a

vector of randomly-generated numbers;

(b) inserting a respective one of the set of watermarks into

a respective copy of the document to create a watermarked copy

20 uniquely identified by the respective one of the set of vectors; and

(c) repeating step (b) at least m times to create a set of m
watermarked copies of the document that are secure against illicit

copying.
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